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mes" WHY USE MESHDYNAMICS?

Bl The MeshDynamics 3" generation mesh technology far surpasses the 1st and 2"d generation mesh
technology currently available on the market. In addition, MeshDynamics offers the smallest, most
configurable 3™ generation mesh node.

First Generation: Uses 1-radio ad-hoc mesh (left). This network uses one radio channel to handle the
backhaul, and to provide service to wireless clients. This architecture provides the worst services of all the
options since both backhaul and wireless clients compete for bandwidth.
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mes" WHY USE MESHDYNAMICS?

Second Generation: Is a dual-radio system with a single radio ad-hoc meshed backhaul (center). A second
radio is dedicated for client access, which allows the backhaul to operate on a separate frequency band.
Client activity does not interfere with backhaul activity.
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mes" WHY USE MESHDYNAMICS?

Third Generation: The 3-radio Structured Mesh uses fwo radios for the backhaul, and a third radio for client
access (right). In addition to providing separate backhaul and service functionality, the 3" generation mesh
technology dynamically manages channels of all of the radios so that all node-to-node links are on non-
interfering channels. Performance analysis indicates that this provides the best performance of any of the
methods considered here.
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mes" 15T & 2ND GENERATION BACKHAUL

First and second generation mesh nodes use only one channel of a frequency spectrum across all links
of a backhaul during operation.

A node in the mesh cannot send and receive at the same time since the same frequency is used for
both functions. This makes for a very inefficient process that severely effects bandwidth as the number
of hops increases.

High-bandwidth applications can start to encounter issues after only a few hops in first and second
generation meshes.

ROOT
NODE

NODE NODE NODE [p=#====== NODE NODE NODE

| | ! ! | |

WAIT WAIT SEND RECEIVE WAIT WAIT
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mes" THIRD GENERATION BACKHAUL

The third generation backhaul of the MD4000 uses multiple channels simultaneously within the
utilized spectrum in order to ensure minimal bandwidth loss as the number of hops increases.

Typically, the 5GHz spectrum is used for the backhaul. Since different 5GHz channels are used by
adjacent links in the mesh, there is no interference along the backhaul. This allows each node to
send and receive at the same time, therefore, conserving bandwidth over many hops.

ROOT
NODE

| | | | | W

SEND/ SEND/ SEND/ SEND/ SEND/ SEND/
RECEIVE RECEIVE RECEIVE RECEIVE RECEIVE RECEIVE
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mesh THIRD GENERATION
BACKHAUL FREQUENCIES

Although MeshDynamics third generation mesh nodes typically use the 5GHz spectrum for the multi-
channel backhaul, the 2.4GHz spectrum and the 4.9GHz Public Safety band can also be used.

The 5GHz spectrum is used mainly for two reasons: there is more available channel space in this
spectrum allowing for the most number of channels to be used, and because it is a relatively clean RF
space which caters to smooth, consistent bandwidth.

The 2.4GHz spectrum is usually used for the backhaul in rural areas where great distances are needed,
and the RF pollution is much lighter than in civilized areas.

The 4.9GHz Public Safety band is a licensed spectrum reserved for police and emergency services.
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mes" MESHDYNAMICS APPLICATIONS

B The small form factor and 3 generation mesh technology of the MeshDynamics MD4000 mesh node
allows for applications that are simply not possible with other mesh nodes. 3rd generation meshes
allow for numerous hops without sacrificing bandwidth, and the 1ms delay per hop in the MD4000
module gives very low latency.

=B VOIP

Meshdynamics currently has an underground (mine) installation that uses VOIP phones over 14 hops with multiple
simultaneous users. Communications over this system are crystal clear. Space inside the mine is extremely limited, and
the small size of the MD4000 is very attractive for such an application.

Address |@_'| ittpe ) 42 155, L2 433 175 1 fviem findes. shiml

= VIDEO

Many applications require surveillance a relatively long distance from the
“root” node. This intern demands many hops be used to communicate
the bandwidth over such distances. The combination of the two-radio
backhaul with the five 802.11a channels used within the backhaul
provides ample throughput for video as well as other 802.11b/g clients
that may also be using the mesh. Red River, NM (seen to the right)
takes advantage of this technology. Surveillance of a national border
also currently benefits from being able to carry video bandwidth to

and from great distances.

B EASE OF INSTALLATION / SCALING NETWORKS

The MD4000 is self-configuring. Once the 3lb. node is mounted in place and powered up, the work is done. Should
there be a need to grow the network, more MD4000s can be installed near the existing network and they will
automatically join up and become part of the mesh.

The MeshDynamics mesh nodes are currently used in sporting events where it is necessary that the network be set up
and taken down in a very short period of time. It is simply a matter of elevating the node and plugging it in.
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B After loading the MeshDynamics software (see bottom of page 6
in the Network Viewer User Guide), connect the MD4000 mesh
module as seen in the figure. It is necessary that the CAT5 cable
coming from the POE goes into the /eft hand Ethernet port on
the module. Of all the connections shown in the diagram, make

QUICK START

sure this is the last connection made.

SWITCH

POE

Fig.1 _\__'_

B Disable any firewalls on the
machine running the Network
Viewer. Click the “Play”
button (Fig.2) and after 1-2
minutes, the node’s icon will
appear on the mesh viewer
screen (Fig.3).

Fig.2

Fig.3

| Right-click on the node icon and
select “Configure Node” (Fig.4).
This will introduce the
Configuration window (Fig.5).
From the Configuration window,
the ESSIDs and encryption of the
mesh module can be immediately
set.

S

—>

Fig.4

Fig.5
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TERMINOLOGY

The difference in the physical setup of root nodes and relay nodes is the connection from a root node’s
POE to a switch. This connection acts as the uplink for root nodes, whereas relay nodes have a wireless

uplink. Whenever either of the the physical setups are altered, the nodes must be rebooted in order to
assume their new role.

ROOT NODE RELAY NODE

WIRELESS
UPLINK

POE

SWITCH _J'

POE

INTERNET/
NETWORK
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mesh PATH OF INFORMATION
AND TERMINOLOGY

E The backhaul antenna ports on the MD4000 are physically
located appropriately as their name suggests; the uplink is
on the upper left-hand corner of the node, the downlink
Is on the bottom right-hand corner of the node.

Any given relay node has a single parent node to
UPLINK which it is associated. A parent node is the_noo!e
that is ypstream from the relay node. Considering
this statement, a root node does not have a

t parent node since its uplink is the wired network.
paren mics
child ) A parent nqde can have
DOWNL INK multiple child nodes; each
node associated to its

| downlink is its child node.
parent 'l : II
child |
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mes" NETWORK FORMATION

Upon boot up, a root node will beacon a default ESSID of “StructuredMesh” on its downlink and AP
radios. When a re/ay node boots up, it will scan on its uplink radio. When the uplink radio of a relay
node hears the beacon from a root node, it will associate. This same relay node will then start to
beacon the default ESSID of “StructuredMesh” on its downlink and AP radios. Any scanning relay
nodes that hear t//s beacon will associate, thus growing the network.

Until a relay node associates to a parent node, it will beacon an ESSID starting with the words
“MESH-INIT” on its downlink and AP radios. This is to indicate that it has no association to the mesh
network. If a root node continually beacons an ESSID of “MESH-INIT-... ”, this indicates that it is not
physically connected the switch, and is therefore attempting to function as a relay node.

ESSID of \\ // ESSID of
v

(1 1 N 11 7
StructuredMesh - , — MESH-INIT...

—_

/ /
=) s

ROOT NODE RELAY NODE RELAY NODE
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mesh JOINING CRITERIA

AND SWITCHING

The initial child-to-parent link is formed based on the signal strength the child sees from the parent. After
joining, the child node pro-actively samples neighbor links. The connectivity rate then becomes the main
criteria, and the “global” connectivity rate is given the higher priority.

Link switching decisions for stationary nodes are made every heartbeat interval. Mobile nodes make
switching decisions much more quickly. For a child node to switch parent nodes, the new ‘best’ parent
must provide the best link qualities for 3 consecutive heartbeats.

ROOT
[24 177 ]
—>

30011 |

mesh

-
lynamics

[ 36/-69]
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J

OPTIONS OF NODE CONNECTIONS

MeshDynamics 2.4GHz AP radios also serve as

e —
[==] 7 2.4GHz downlinks to other MD4000s. In other
s . words, a node with a 2.4GHz uplink can
][ I associate to the APradio of a parent node.
5GHz LINK
l 2.4GHz LINK
|:=i \] I 5GHz ANTENNA
| I I 2.4GHz ANTENNA
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mes’, ANTENNAS

(OMNI-DIRECTIONAL)

Omni-directional antennas are very easy to implement and require no aiming. When using 8dBi
omni-directional antennas on both radios involved in the link, typical node-to-node distances are
1000-1500ft (300-450m). Omni-directional antennas are useful when nodes are evenly distributed
throughout the mesh, and minimal effort is to be spent installing nodes.

NODE
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mes" ANTENNAS

(OMNI-DIRECTIONAL)

HIGH-GAIN, OMNI- -
DIRECTIONAL ANTENNAS i
PROVIDE GREATER RANGE, B
BUT SMALLER ANGLE OF -
VERTICAL SPREAD - "

\ e e AT LARGE DISTANCES,

B = s | t— | THETRANSMITTED
) o i s =l SIGNAL CAN MISS A RELAY
S ’\ ' NODE’S RECEIVING
ANTENNA WITH A SLIGHT

MISALIGNMENT OF THE
UPSTREAM NODE DOWNSTREAM NODE TRANSMITTING ANTENNA

SUFFICIENT VERTICAL SPREAD IS NEEDED
TO COVER DOWNSTREAM NODES AT
DIFFERENT ELEVATIONS. LOWER-GAIN -7

OMNIS HAVE SHORTER RANGE, BUT o e
GREATER ANGLE OF VERTICAL SPREAD \ e |
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ANTENNAS
(SECTORS AND DIRECTIONALS)

Since the MD4000 has two separate radios on each node
for the backhaul, this allows for the use of sector and
directional antennas to increase range and functionality. [
Oftentimes, omni-directional antennas will spread signal

where it is not needed. Sectors and directionals make DOWNLINK ANTENNA SPREAD
better use of the transmitted power.

] POTENTIAL PARENT NODE
CHILD NODE

UPLINK ANTENNA SPREAD

SUFFICIENT HORIZONTAL |
SPREAD IS NEEDED TO L
COVER POTENTIAL PARENT DIRECTION TO B
NODES AT DIFFERENT ROOT NODE 2
AZIMUTHAL ANGLES f
/
//
//
\‘i ‘‘‘‘‘‘‘‘ . (Top View) l\
§§§§§§§§ : []
-
/// \\ .
/// \\
// \\
0 0 7 SUFFICIENT HORIZONTAL \
— SPREAD IS NEEDED TO COVER \
. CHILD NODES AT DIFFERENT \
- AZIMUTHAL ANGLES \

CONFIDENTIAL & PROPRIETARY. ALL RIGHTS RESERVED. © 2002-2010 MESHDYNAMICS, INC. DISCLOSURE PROTECTED BY ONE OR MORE U.S PATENTS



mes’, ANTENNAS

(OVERLAPPING SIGNALYS)

The physical separation of the antennas should be considered when deploying mesh nodes. Although
“non-overlapping” channels are used for the backhaul, it is possible that the signals of two adjacent non-
overlapping channels will interfere with each other if one of the signals is strong enough at the antenna that
Is operating on the other channel. Antennas should be installed with enough vertical separation such that
this does not happen. This is especially important when using a 2.4GHz backhaul as the standard 2.4GHz
channels are separated by only 25MHz, whereas the standard 5GHz channels are separated by 40MHz.

UPLINK UPLINK
ANTENNA ANTENNA
(DIRECTIONAL) (DIRECTIONAL)
CHN. 52 CHN. 52

AN \

= | =
| \ lix

DOWNLINK
ANTENNA DOWNLINK
(OMNI-DIRECTIONAL)
CHN.60 ANTENNA

(OMNI-DIRECTIONAL)
CHN.60
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mes" ANTENNAS

(MOBILE-NODE COVERAGE)

For optimal mobile-node switching, the RF coverage of the mobile node’s environment must contain
smooth signal transitions from parent node to parent node. A parent node’s signal that suddenly
drops off may result in brief packet loss before the mobile node associates to another parent node.

Here, we have a situation where an obstacle causes a sudden signal drop-off in the coverage to the
mobile node. Although the mobile node will recover automatically, the abrupt vanishing of the
parent node’s signal will halt the transfer of data for a brief period of time.

STATIONARY STATIONARY STATIONARY STATIONARY
NODE NODE NODE NODE

\
B llllll’} K\\\\ ‘/f
MOBILE
NODE DOWNLINK

SIGNAL
SPREADS

BUILDING/
OBSTACLE

\

SUDDEN LOSS OF
SIGNAL
STRENGTH PARENT NODE

| — /‘_\ SIGNALI!M! /—
S SN N T N

NODE AS
SEEN BY =

MOBILE
NODE ( POSITION OF MOBILE NODE )
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mes" ANTENNAS

(MOBILE-NODE COVERAGE)

It is possible to have sudden signal drop-offs even if no obstacles are present. Using sector or
directional antennas to provide the coverage area for mobile nodes can present such a scenario. In
the example below, the mobile node moves from left to right. Even though the mobile node remains
within the RF coverage of the stationary nodes, it is seen how its parent node’s signal is suddenly lost
due to the characteristics of the sector antennas used.

STATIONARY STATIONARY STATIONARY STATIONARY
NODE NODE NODE NODE
Il susn=s )
MOBILE
NODE /
DOWNLINK
SUDDEN LOSS OF SIGNAL

SIGNAL
STRENGTH PARENT NODE SPREADS
FROM SIGNAL!!
PARENT
NODE AS
SEEN BY
MOBILE
NODE

( POSITION OF MOBILE NODE )
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mes" ANTENNAS

(MOBILE-NODE COVERAGE)

The illustration below shows no sudden signal drop-offs from parent nodes. This is the ideal deployment
where the mobile node can make smooth transitions from parent node to parent node.

STATIONARY STATIONARY STATIONARY STATIONARY
NODE NODE NODE NODE

CIELLLL \

NODE DOWNLINK
SIGNAL SIGNAL
STRENGTH SPREADS
FROM
PARENT | —
PARENT. ‘0\\//\\//\\—//\
SEEN BY
MOBILE
NODE

( POSITION OF MOBILE NODE )
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mes" DETERMINING CONFIGURATIONS
FROM MODEL NUMBERS

MeshDynamics model numbers use eight characters to convey the full configuration of the MD4000
mesh node. The first four characters after “MD” convey the number and functionality of the radios
used in the mesh node. The second set of four characters convey the protocol used by these radios.

MD
4 .....4 available radio slots
3.....Number of radio cards used for this particular configuration (can be 1, 2, 3, or 4)
5.....Type of backhaul (“5” for 5.8GHz backhaul, “2” for 2.4GHz backhaul, “4” for 4.9GHz backhaul)
O....This represents an additional function of the node. O is no additional function, 5 for scanner,

2 for extra downlink, 8 for extra service radio, 4 means that all radios are downlinks (only
possible with root nodes).

A\.....Bottom-right antenna port (downlink).....can be A (802.11a), 4 (4.9GHz) or | (802.11b/q)
A\.....Top-left antenna port (uplink)..... can be A (802.11a), 4 (4.9GHz) or | (802.11b/q)
| ......Bottom-left antenna port....can be A, |, 4 or X (“x” means empty).

X.....Top-right antenna port....can be A, |, 4 or X (“x” means empty).
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mes" FUNCTIONALITY AND
MODEL NUMBERS

The MD4250-AAxx has one 5GHz uplink and one
5GHz downlink. It can be referred to as a “backhaul
only” mesh node. Typical uses included perimeter
surveillance (such as in the airport diagram below)
with each node having an IP camera connected, or
linking two separate meshes together along a
backhaul path.

J ROOT NODE

m RELAY NODE
(MD4250)

5GHz
UPLINK

MD4250-AAXX

WIRELESS

~ BACKHAUL
PATH

5GHz
DOWNLINK
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mes" FUNCTIONALITY AND
MODEL NUMBERS

MD4220-11xx

The MD4220-11xx has one 2.4GHz uplink and
one 2.4GHz downlink. The ability of 2.4GHz to Sase
propagate longer distances make this node ideal

for applications where there are fewer wireless

clients that are dispersed over a very large area,

such as in rural settings.

2.4GHz
DOWNLINK/
ACCESS POINT
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mes" FUNCTIONALITY AND
MODEL NUMBERS

The MD4350-AAlx has one 5GHz uplink, one 5GHz downlink, and one 2.4GHz AP radio. This is this
basically the “standard” 3" generation mesh node. The 3" generation backhaul is formed, and 2.4GHz
wireless clients can access the AP radios on the nodes.

MD4350-AAIX

5GHz
UPLINK

2.4GHz
DOWNLINK/ SGHz
ACCESS POINT DOWNLINK

Brshics MD4350

=
o

MD4350 Woshicd B MD4350
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mas’, FUNCTIONALITY AND
MODEL NUMBERS

e <] 24crz | The MD4350-AAlx and the MD4458-AAI B roornopE
UPLINK ACCESS offer one and two AP radios, respectively. H  RELAY NODE
POINT Antennas can be selected for these radios
to optimize client coverage relative tothe | .:"  wreEss
location of the node. ***Signal spreads .01 CLIENTS
2.4GHz ; o

DOWNLINK/ |, - 5GHz of the AP radios on the MD4458—AAII AP ANTENNA

ACCESS DOWNLINK | should not overlap. A client that sees SIGNAL

POINT both signals can suffer throughput

MD4458-AAll

MD4350

MD4458

MD4350
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FUNCTIONALITY AND
MODEL NUMBERS

A mobile mesh node has the ability to associate to either the downlink radio of a parent node, or the AP
radio of the parent node. It is therefore important to consider the signal coverage of the radios (downlink,
or AP) to which the mobile node will associate. If it is decided that the mobile nodes will associate to the
AP radios, which are typically 2.4GHz, the MD4325-11x1 should be selected as the mobile node. If the

mobile node is to associate to the downlink radios, which are typically 5GHz, the MD4355-AAXA should
be selected.

PARENT NODE

DOWNLINK/ 5GHz
ACCESS DOWNLINK
POINT

MD4325-11xI MD4355-AAXA

2.4GHz 2.4GHz 5GHz 5GHz
_’ 4_
UPLINK | | SCANNER UPLINK SCANNER
2.4GHz
DOWNLINK/ SGHz
ACCESS DOWNLINK
POINT
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mes" FUNCTIONALITY AND
MODEL NUMBERS

The uplink and scanner radios of a mobile mesh node must be able to see the same RF environment. This is
necessary in order for the node to make optimal switching decisions. This implies that the antennas selected
for each radio must be of the same type, and oriented in the same direction (if applicable). For example, if
directional antennas are used for both uplink and scanner radios, but each are pointed in opposite directions,
the scanner radio will scan for potential parent nodes that the uplink’s antenna cannot see.

UPLINK OMNIDIRECTIOAL SCANNER OMNIDIRECTIONAL
ANTENNA ANTENNA

o

UPLINK DIRECTIONA SCANNER DIRECTIONAL

ANTENNA ANTENNA

/
izl
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mes" FUNCTIONALITY AND
MODEL NUMBERS

Another solution to having the

uplink antenna and the scanner ANTENNA
antenna see the same RF

environment is to implement

a splitter to combine the two

radios into one antenna.

If a splitter is used, it should have ATTENUATOR
good isolation (>20dB), otherwise, SPLITTER

the scanner radio card could get /

damaged from the uplink radio’s

transmissions. If no splitter can

be found with enough isolation,

an attenuator (10-15dB) can be

placed between the splitter and ami
. mics
the scanner radio antenna port.
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FUNCTIONALITY AND
MODEL NUMBERS

When a large mesh is fed through a single bandwidth source, or 5GHz

if a large amount of bandwidth is desired in general, it is often DOWNLINK
beneficial to incorporate a root node that has multiple downlink

radios. There are two significant advantages of this:

1) Maximization of Bandwidth Each single downlink radio 5GHz
can support ~22Mbps of TCP/IP throughput (802.11a, 802.11g) DOWNLINK

on a particular channel. Each additional/ downlink radio will

support another ~22Mbps of throughput on other separate

channels. In the illustration below, the root node has four

downlink radios (model number
MD4454-AAAA), therefore,
~88Mbps of TCP/IP throughput
Is being fed into the mesh.

2) Optimization of Coverage
When child nodes are dispersed
in various directions and
distances from a root node,
appropriate antennas can be
used to spread the signal from
the downlink radios to the child
nodes. In the illustration to the
right, sector and directional
antennas are used. ***Signal
spreads should not overlap.

S5GHz
DOWNLINK

M mics

DOWNLINK

1 <« 5GHz

MD4454-AAAA

=
O o
— O
g O
=]
=
m| |
- o
m|
o
O - o o
o |
O O |
| o
|:|IZ||:|
o B
=]
e

. ROOT NODE
(MD4454)

E RELAY NODE

30-DEGREE DIRECTIONAL
ANTENNA (CHANNEL “A”)

15-DEGREE DIRECTIONAL
ANTENNA (CHANNEL “B”)

60-DEGREE SECTOR
ANTENNA (CHANNEL “C”)

120-DEGREE SECTOR
ANTENNA (CHANNEL “D”)
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The “backhaul structure” of a mesh can also
benefit from a re/ay node having multiple
downlink radios. A node with a second
downlink antenna allows a branching of
the backhaul; directional antennas can be
used to shoot the backhaul to different
clusters of child nodes. The MD4452-AAIA
has an additional downlink radio. In the
below illustration, it can be seen how the
use of multiple downlinks can help optimize
the backhaul structure of a mesh.

MD4452
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DATA RATE AND RANGE

A radio’s transmit power increases inversely with the data rate at which it is transmitting; the lower
the data rate, the higher the transmit power of the radio. In addition, a radio card is able to receive

lower data rates with a much higher sensitivity. The combination of these two factors dramatically
increases the node-to-node distance when lower data rates are implemented.
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mes" 5GHz Channels

(POWER AND FREQUENCIES)

e Difference in power between /ower 5GHz channels (52, 60), and upper
5GHz channels (149, 157, 165)

The MeshDynamics backhaul uses 802.11a channels 52, 60, 149, 157, and 165. By
MeshDynamics experimental results (as well as being due to regulation), channels 52
and 60 put out roughly 3dBm less than channels 149, 157, and 165. This difference in

transmit power output can be helpful in optimizing link quality.

e Necessary antennas for 5GHz (5.250-5.845GHz)

Many 5GHz antennas offered are only rated for the upper part of the spectrum (5.7-
5.9GHz). The MeshDynamics backhaul uses both the lower part and the upper part
of the 5GHz spectrum. Channels 52 and 60 are around 5.3GHz, while channels 149,
157, and 165 are around 5.8GHz. It is therefore necessary to select 5GHz antennas

that are rated for both parts of the spectrum.
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mesh CUSTOM CHANNELS
(BENEFlTS)

The Meshdynamics RF Editor allows the creation of custom channels. These channels can have a user-
defined center frequency, and a channel width of 5MHz, 10MHz, 20MHz, or 40MHz.

There are two benefits of having custom channels:

MORE THROUGHPUT

A 40MHz-wide channel will support ~40Mbps of throughput, whereas the standard 20MHz-wide 802.11a/g
channels only support ~22Mbps. This higher-bandwidth feature is typically used in point-to-point links,
but can also be used in a mesh if properly engineered. *** Conversely, a 10MHz channel will support
~11Mbps, and a 5MHz channel will support ~5.5Mbps.

MORE BACKHAUL CHANNELS

Since narrower channels occupy less room in a given RF spectrum, more channels can be made available
for the backhaul when using 5 or 10MHz-wide channels. Although rarely needed, using narrower
channels can help avoid interference and maintain even network throughput in deployments that have a
high node density.
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mesh CUSTOM CHANNELS
(BACKHAUL CONTINU |TY)

In order for a mesh to function properly with custom channels, all created channels must be
implemented across the backhaul. In other words, node “B” will only scan the channels that were
created on its uplink radio. Node “A” needs to provide those channels on its downlink radio for node
“B” to grab onto. This is the same situation between node “B” and node “C”. The RF Editor will
overwrite the default 802.11a and 802.11b/g channel lists with the newly created channels, thus each
uplink and downlink radio in the mesh needs to support the same custom channels.

el icd

NODE A

PROVIDES CHANNELS ‘ I
( X, Y, orZ ) NODE B

( SCANS CHANNELS) NODE C

XY, ”Z
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mesh CUSTOM CHANNELS

(PROVIDING 802.11a/b/g SERVICE)

While the MD4000 can handle custom channels across the backhaul, wireless clients typically require
normal 20MHz-wide 802.11a/b/g channels for association. This is important to keep in mind when
providing wireless clients with service while using a custom-channel backhaul; there must be a
dedicated radio on the node that supports a standard 20MHz-wide 802.11a/b/g channel.

20MHz
CHANNEL >0MH
| CHANNEL
WIRELESS

CLIENTS
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mes" CUSTOM CHANNELS
(SRECTRUM AWARENESS)

The center frequency of a custom channel can be chosen to fall within a non-licensed band, however,
it is possible for the same channel to overlap into a licensed band if the channel width is wide enough.
This must be considered when creating custom channels. The center frequencies should be far
enough from the edges of the non-licensed bands to account for the channel widths of the channels.

CHANNEL OVERLAPS
INTO LICENCED BAND

CUSTOM CHANNEL| [CUSTOM CHANNEL

GHz —
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mesh CUSTOM CHANNELS
(CHANNEL SEPARATlON)

As with the standard non-overlapping 802.11a/b/g channels used by the backhaul, custom channels
must also be non-overlapping. It is recommended that adjacent custom channels have center
frequencies that are separated by twice the width of each channel. For example, two adjacent
10MHz-wide channels should be placed 20MHz apart. If adjacent channels are moved too close
together, there may be interference between a node’s uplink and downlink radios, therefore effecting
throughput along the backhaul.

X X

e
A
e
A

| |
| |
| |
| |
CUSTOM CHANNEL CUSTOM FHANNEL
|
|
|
|
|
|
|
[

GHz —
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mes" CUSTOM CHANNELS
(RADIO CARD LIMITATIONS)

The MD4000 uses the Wistron DCMA-82 radio card. Custom channels must be created within the
frequency limitations of this card which are given below.

WISTRON DCMA-82

2.400-2.483GHz
4.940-4.989GHz*
5.150-5.350 & 5.470-5.850GHz

*The 4.9GHz Public Safety band is only to be used by licensed customers.
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mesh CUSTOM CHANNELS
(PROPER ANTENNAS)

It is important to remember that the antennas used for transmitting and receiving the signals from
custom channels be rated appropriately. If custom channels are created on a node that does not have
properly-rated antennas, this can leave the node stranded and inaccessible from any potential parent

nodes after the node boots up and the created channels take effect.
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mes" NETWORK VIEWER BASICS
(HEARTBEATS)

The Network Viewer will not show any node icons until “heartbeats” are received. A heartbeat is a
broadcast packet sent from each node every 15 seconds (by default) that contains information about
itself. A node will send its first heartbeat about one to two minutes after boot up.

Since the heartbeats come every 15 seconds, the information displayed on the Network Viewer is not
necessarily real-time. For management or troubleshooting purposes, the heartbeat rate can be set to
a more frequent value so that more up-to-date information about the nodes is received.

L I N K [EMeshDynamics Network Yiewer 8.0
Fie Edt Run Yiew Tools SMG Help

ESTABLISHED @

/

/ ¥ togos ‘
N / Propert | value |
+* / e meshap
+* Description <<enter descript..
o / Latitude 0
- N E--v— NODE ICON
. Country Code o
o* / Reboot Required o
o / Hardware Info NOT YET
o* Firmpare Version 248
o* / Mode! Info MDA220-BEic
/
/
o /

. Unit Address 00:12:ce:00:13: Fc PR ESENT
o* Mac Addresses 2
* [ 1P-Settings
HastMame meshap
IF Address 192.168.0.100
/ SubMet Mask 255.255.255.0
/ Gateway 192.168.0.1
" S information
/ Heartheat Count 105125
/ Parerk Signal Stren...  -90
Known AF's 1
/ Uplink 5 Rate 1L
1

ol 15
[

ce ..
ent 00;00:00:00:00:00

SWITCH /

Downlink Interfaces
=] ¥LAN Settings
VLANS 1
[=] DownLinks
i

mesh

v |
Mac Address | Time Stamp | Hode Name | Model o |_Parent Dawnink Signal (dBm) | Parent Downlink Rate (Mbps) | Uplink Signal (d8m) |_Uplink Rate (Mops) |
00:12:ce:00:0e:30 Jul 11, 19:22:20 meshap MD4220-BBx:. - - — —
00:12:ce:00:13:7c Jul 11, 19:22:27 meshap MD4220-BBx:. -90 11 -94 11

eleting AP : Name = meshap DS MAC = 00:12:ce:00:14:d3
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mes" NETWORK VIEWER BASICS
(HEARTBEATS)

If the Network Viewer does not receive three consecutive heartbeats from a given node, that node will be
declared dead and its icon will turn gray. All connector lines and neighbor lines will disappear from that node.

Note that just because three heartbeats were missed, the node is not necessarily dead, it just means that
three heartbeats were missed. This could be the result of many things: RF interference, unplugged network
cable, or the laptop’s firewall to name a few. To see if the node actually died or rebooted, check the
heartbeat count when the node’s icon comes back up. If the heartbeat count is low (relative to the time
the node should have been alive) then the node did in fact “die” or reboot. If the heartbeat count is high,

it just means that three consecutive heartbeats were missed.

MeshDynamics Network Yiewer 8.0
File Edit Run Yiew Tools SMG  Help

| El e @ || 52

— B
Propert: | Walue I
Mame meshap
Cescripkion =<enter descripki. ..
Latitude a
Longitude u]
Country Code u]
Rebook Required Mo
= Hardware Info
Firrware Yersion z.4.8
Model Info MD4220-BBxx
Unit Address 00:12:ce:00:13:7c DEAD ICON
Mac Addresses 2
= 1P-Settings
HostMarme meshap
IP Address 192.165.0.100
Subhe L755.0
akeway 192.168.0.1
[=l Information
Heartbeat Coun 105125
nown AP's 1
Uplin|
Hop Count 1

[=IMesh Settings
HeartBeat Interval 15
Hop Cast a
Change Resistance ... 30
Preferred Parent
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NETWORK VIEWER BASICS

(NODE NAME)

Nodes can be assigned names that will appear
inside their message windows as well as under

the properties tab. This is helpful for identifying
and configuring a particular node within a mesh.
For example, a node icon could be named “Moon

Tower”, or “Car 54”.

Right-click on the node icon and select
“Settings”, then “Configuration”. In the
resulting pop-up window, type in the desired
node name in the designated space, then
click “Update” at the bottom of the window.

[EllMeshDynamics Network Yiewer 8.0
Fle Edt Run Wiew Tools SMG Help

| o> @ (=] 82 ] 6 =

kdlNode Configuration - 00:12:CE:00:20:D8

Ef=lp=e=18 InterfaceSettings | Security | YLAN | ACL |

MAC Identifier
Model Mumber

Firmware Yersion

| 00:12:CE:00: 24

| MD455-2
= \ap

| meshap

E—

Mode Description

| <<enter description =

(i T

Propert: | value

meshap
<<enter descripti...

2.4.8
MD4220-BEx:
00:12:c8:00:13:7¢
2

meshap
192,163.0.100
255,255,255.0
192,168.0.1

105125
ren... -80

Knowin 4F's 1
Uplink T Rate 11
Hap Count 1
[=IMesh Settings
HeartBeat Interval 15

0
Change Resistance ... 30
referred Pare

\l Settings
[elete
E Reboot Mode

ﬁ Tools 4

Moise Floor Diagnostics ®

GPS Coordinates Latitude |n
Longitude | o
Country Code IDEFault (0 j
Host Mame | meshap
IP Address | 192.188.254.21
Subret Mask: | 255.255,255.0
Gateway | 192.168.254.1

Preferred Parent

| 00:00:00:00:00:00

Browse I

Heartbeat Interval — 115 secis)
| A\QMWE IStatiDnary j

/
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NETWORK VIEWER BASICS
(ESSID)

Every downlink or AP radio of a node can
be assigned an ESSID. The created ESSID
will take the place of the default ESSID of
“StructuredMesh”.

The ESSIDs are set from the “Interface
Settings” tab which is also in the node’s
Configuration window.

Ll Mode Configuration - 00:12:CE:00:18:6E

(e EE N InkerfaceSettings, =i | WLAM | ACL |

MD4350-8A4Tx

H 4 =
misi |
B. 5a Dawwn Link { wland ) o I
=T = F

L3
E==TF1 - -

—Setkings For (wland) - 00;12:CE:00:15: 70

Mazx Transmit Rakte I.ﬁ.uto

Power Lewel Setting

Ack Timeout & 1 50 mictosecs

Fragmentation Threshold Z346 bytes

RTS Threshald 2347 bytes

I ESSID SkruckuredMesh I|_ Hide ESSID

v Allow Client Connection

—Dynamic Channel Managemenk
" Manual

I—
i+ Auto I— ll;l |14g |

View Supported Channel Info I

Update Cancel I
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mes" NETWORK VIEWER BASICS
(CONNECTION LINES)

Node icons can have three types of lines coming from them: wired-network-connection lines (black) which
only occur with root nodes, association lines (blue), and neighbor lines (gray). The blue association lines
show the actual backhaul path of data flow. The gray lines represent the potential backhaul paths.

CONFIDENTIAL & PROPRIETARY. ALL RIGHTS RESERVED. © 2002-2010 MESHDYNAMICS, INC. DISCLOSURE PROTECTED BY ONE OR MORE U.S PATENTS



Each node-to-node link has
four associated values which
are shown under the
Heartbeat tab:

Parent Downlink Signal
Parent Downlink Rate
Uplink Signal

Uplink Rate

The parent downlink signal

is the signal strength that a
particular child node sees
from its parent node. This
will vary from child-to-child
since child nodes are
typically located at different
distances from the parent
node. This also depends on
the antennas used in the link.
A child node with a high-gain
antenna on its uplink will
“see” a stronger signal from
the parent node than if a
lower-gain antenna was
used. This is because the
higher gain antenna will have
a higher receive sensitivity.

NETWORK VIEWER BASICS
(CONNECTION LINES)

eshDyna etwo ewer 8
File Edit Run Search Yiew Tools SMG Help

|&|El e @ |[w]E] 5 % | b = | &

| a4

[orezeiz

ﬂ default

Propett I Yalue =
MNarme Togosl
Description <<enter description=>
Latitude 37.406794
Longitude -121.980100
Country Code 1]
[FIFlags
Reboot Required Yes
Radar Detected No
FIPS 140-2 Enabled Mo
[ZlHardware Info
Firrware Wersion 2.5.69

Model Info MD4250-Adxx

Unit Address 00:12:ce:00:16:9%
Mac Addresses z
[=] IP-Settings
Hosthame Rootrr
IF Address 192,168, 254,31

Subhet Mask.
Gateway
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Heartbeat Count
Parent Node

255.255.255.0
192,168,254.1

753359
meshap [00:12:ce:00:20:d5]

Parent Signal Strength -81
Known AF's 4 e
Uplink. T¥ Rate 48

Hop Count 1

Board Temperature

Board Yoltage
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| o

(

@!\)cm Actions | Client Ackivity ‘ MG |

—
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-
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| }—7
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mes" NETWORK VIEWER BASICS

(CONNECTION LINES)

eshDyna etwo ewer B =l3)x
File Edit Run Search Yiew Tools SMG Help

NN R ET R M

Propett I Yalue =
MNarme Togosl
Description <<enter description=>
Latitude 37.406794
Longitude -121.980100
Country Code 1]
[FIFlags
Reboot Required Yes
Radar Detected No

FIPS 140-2 Enabled Mo
[ZlHardware Info
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the connectivity of the link in
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Model Info MDAZ50- AR
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Gateway 192,168,254.1

Heartbeat Count 753359

meshap [00:12:ce:00:20:d5]
trength -81
4

Uplink. T¥ Rate 48

Hop Count 1
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Propett I Yalue =
MNarme Togosl
Description <<enter description=>
Latitude 37.406794
Longitude -121.980100
Country Code 1]

[FIFlags
Reboot Required Yes
Radar Detected No
FIPS 140-2 Enabled Mo

[ZlHardware Info
Firrware Wersion 2.5.69
Model Info MDAZ50- AR
Unit Address 00:12:ce:00:16:9%

H H H Mac Addresses z
The uplink signal is the I 1P-Settings
Hosthame Rootrr
; 7 IF Address 192,168, 254,31
signal strength of a node's

Gateway 192,168,254.1

uplink as seen by its parent
node. Keep in mind that
this value depends on each

NETWORK VIEWER BASICS

(CONNECTION LINES)

File Edit Run Search Yiew Tools SMG Help
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mes" NETWORK VIEWER BASICS

(CONNECTION LINES)

eshDyna etwo ewer B =l3)x
File Edit Run Search Yiew Tools SMG Help

NN R ET R M

Model Info MDAZ50- AR
Unit Address 00:12:ce:00:16:9%
H H Mac Addresses z
The uplink rate is the I 1P-Settings
Hosthame Rootrr
nt H H IF Add 192,168, 254,31
connectivity of the link in
Gateway 192,168,254.1

the direction from the child
node to the parent node.
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Heartbeat Count
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Hop Cost 32

Propett I Yalue =
MNarme Togosl
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Longitude -121.980100
Country Code 1]
[FIFlags
Reboot Required Yes
Radar Detected No
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[ZlHardware Info
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00i12:icen00:11:96  192,168.254.57 M1196 13 26,ﬁ:51103 MD4455-A4, -63 54 =73 43
00:12:ce:00:16:9a  192.1668.254.531 Togos1 = Jan 23, 11:51:06  MD4250-Adtx -61 1z -61 18
00:12:ce:00:00:60  192,168,254,111  meshap = Jan 23, 11:51:05  MDA250-A8x -85 hi -2 54
00:12:ce:00:le:dd | 192.168.254.55  _MTED4 Jan 23, 11:51:04  MD4350-A4, -45 54 -57 54
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It is important to
remember that only two

of the four link values are
shown on the association
lines: the parent downlink
signal, and the uplink rate.
When troubleshooting
links, it is necessary to look
under the Heartbeat tab to
see all four link values.
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NETWORK VIEWER BASICS
(CONNECTION LINES)

File Edit Run Search Yiew Tools SMG Help

| @G o ® ([ 5] S | 5| 5| &
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d default
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Known AF's
Uplink. T¥ Rate
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[EMesh Settings
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MNarme Togosl
Description <<enter description=>
Latitude 37.406794
Longitude -121.980100
Country Code 1]
[FIFlags
Reboot Required Yes
Radar Detected No
FIPS 140-2 Enabled Mo
[ZlHardware Info
Firrware Wersion 2.5.69
Model Info MDAZ50- AR
Unit Address 00:12:ce:00:16:9%
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Hosthame Rootrr
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Gateway 192,168,254.1
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- v
-
- / - \
- \
— e
A \

[F]
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BACKHAUL SECURITY

All backhaul links have hardware based AES-CCMP encryption with 128 bit temporal key which is

randomly generated during link formation. Every backhaul link uses different key, and the key
Is distributed via a secure AES channel

Join request
containing
network ID

PARENT
[Bticd
CHILD

128 bit random
key encrypted
using mesh
network key

PARENT

KEYl——_

j
I
] KEyY 2
i
I

CHILD
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mesh LAYER-TWO BRIDGE

The MD4000 acts as a layer two bridge that is transparent to layer three.

SWITCH
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mesh LAYER-TWO BRIDGE

The mesh can be visualized as a system of switches that connects all clients (wired, or wireless)
to the wired network behind the root node, and to each other.

SWITCH
SWITCH SWITCH ___--=-""77
e
\ P
\ \ \\\
SWITCH \ " R f k
\\ \ \\\
\ \ \\\
\ \ S
\ \ S
\ ! -
. \ ~<~_ SWITCH
\ ~
SWNTCH SWAITCH )
\

AU
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mes" CLIENT ETHERNET PORT

The right-hand Ethernet port on the MD4000 bridges any Ethernet device, including switches,
hubs, cameras, and sensors. Switches are used to link multiple devices to the node.
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mesh IP ADDRESSING

Although it is possible to assign an IP address to the nodes, they DO NOT require it for basic
operation since they are layer two devices.

A unique IP address for each node /s needed for firmware upgrades, running trouble shooting
commands, RADIUS authentication, and the MeshDynamics Network Viewer Performance Test.

IP addresses are statically assigned using the Network Viewer.
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